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Paths completed: 1
Targets compromised: 43
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Cracking into Hack the Box
3 Modules Easy

To be successful in any technical information security role, we must have
a broad understanding of specialized tools, tactics, and terminology. This
path introduces core concepts necessary for anyone interested in a
hands-on technical infosec role. The modules also provide the essential
prerequisite knowledge for joining the main Hack The Box platform,
progressing through Starting Point through easy-rated retired machines,
and solving "live" machines with no walkthrough. It also includes helpful
information about staying organized, navigating the HTB platforms,
common pitfalls, and selecting a penetration testing distribution.
Students will complete their first box during this path with a guided
walkthrough and be challenged to complete a box on their own by
applying the knowledge learned in the Getting Started module.

Introduction to Academy
8 Sections Fundamental General

This module is recommended for new users. It allows users to become
acquainted with the platform and the learning process.

Hacking WordPress

16 Sections Easy Offensive

WordPress is an open-source Content Management System (CMS) that
can be used for multiple purposes.

Learning Process

20 Sections Fundamental General

The learning process is one of the essential and most important
components that is often overlooked. This module does not teach you
techniques to learn but describes the process of learning adapted to the
field of information security. You will learn to understand how and when
we learn best and increase and improve your learning efficiency greatly.

Network Enumeration with Nmap

12 Sections Easy Offensive

Nmap is one of the most used networking mapping and discovery tools
because of its accurate results and efficiency. The tool is widely used by
both offensive and defensive security practitioners. This module covers
fundamentals that will be needed to use the Nmap tool for performing
effective network enumeration.
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Cracking Passwords with Hashcat
14 Sections Medium Offensive

This module covers the fundamentals of password cracking using the
Hashcat tool.

Web Requests
8 Sections Fundamental General

This module introduces the topic of HTTP web requests and how different
web applications utilize them to communicate with their backends.

Introduction to Networking

21 Sections Fundamental General

As an information security professional, a firm grasp of networking
fundamentals and the required components is necessary. Without a
strong foundation in networking, it will be tough to progress in any area of
information security. Understanding how a network is structured and how
the communication between the individual hosts and servers takes place
using the various protocols allows us to understand the entire network
structure and its network traffic in detail and how different
communication standards are handled. This knowledge is essential to
create our tools and to interact with the protocols.

JavaScript Deobfuscation
11 Sections Easy

This module will take you step-by-step through the fundamentals of
JavaScript Deobfuscation until you can deobfuscate basic JavaScript
code and understand its purpose.

Windows Fundamentals

14 Sections Fundamental General

This module covers the fundamentals required to work comfortably with
the Windows operating system.

Attacking Web Applications with Ffuf

13 Sections Easy Offensive
This module covers the fundamental enumeration skills of web fuzzing
and directory brute forcing using the Ffuf tool. The techniques learned in

this module will help us in locating hidden pages, directories, and
parameters when targeting web applications.

Login Brute Forcing
11 Sections Easy Offensive

Learn how to brute force logins for various types of services and create
custom wordlists based on your target.

SQLMap Essentials

11 Sections Easy Offensive

The SQLMap Essentials module will teach you the basics of using
SQLMap to discover various types of SQL Injection vulnerabilities, all the
way to the advanced enumeration of databases to retrieve all data of
interest.
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Windows Privilege Escalation

31 Sections Medium Offensive

After gaining a foothold, elevating our privileges will provide more options
for persistence and may reveal information stored locally that can further
our access in the environment. Enumeration is the key to privilege
escalation. When you gain initial shell access to the host, it is important
to gain situational awareness and uncover details relating to the OS
version, patch level, any installed software, our current privileges, group
memberships, and more. Windows presents an enormous attack surface
and, being that most companies run Windows hosts in some way, we will
more often than not find ourselves gaining access to Windows machines
during our assessments. This covers common methods while
emphasizing real-world misconfigurations and flaws that we may
encounter during an assessment. There are many additional "edge-case"
possibilities not covered in this module. We will cover both modern and
legacy Windows Server and Desktop versions that may be present in a
client environment.

Introduction to Active Directory

16 Sections Fundamental General
Active Directory (AD) is present in the majority of corporate
environments. Due to its many features and complexity, it presents a vast
attack surface. To be successful as penetration testers and information
security professionals, we must have a firm understanding of Active

Directory fundamentals, AD structures, functionality, common AD flaws,
misconfigurations, and defensive measures.

Introduction to Web Applications
17 Sections Fundamental General
In the Introduction to Web Applications module, you will learn all of the

basics of how web applications work and begin to look at them from an
information security perspective.

Getting Started
23 Sections Fundamental Offensive

This module covers the fundamentals of penetration testing and an
introduction to Hack The Box.

Using Web Proxies

15 Sections Easy Offensive

Web application penetration testing frameworks are an essential part of
any web penetration test. This module will teach you two of the best
frameworks: Burp Suite and OWASP ZAP.

MacOS Fundamentals

11 Sections Fundamental General

This module covers the fundamentals required to work comfortably
within the macOS operating system and shell.

Introduction to Windows Command Line

23 Sections Easy General

As administrators and Pentesters, we may not always be able to utilize a
graphical user interface for the actions we need to perform. Introduction
to Windows Command Line aims to introduce students to the wide range
of uses for Command Prompt and PowerShell within a Windows
environment. We will cover basic usage of both key executables for
administration, useful PowerShell cmdlets and modules, and different
ways to leverage these tools to our benefit.

9.68% Completed
am

18.75% Completed
G

100% Completed
G

100% Completed
G

20% Completed
G

100% Completed
G

4.35% Completed
a



